1. Sazetak

¢ Ove upute sluZe kako bi samostalno mogli postaviti email i ostale aplikacije potrebne Ea rad
na vas mobilni uredaj.

e Ova migracija nosi neke promjene no one nece utjecati na vas svakodnevni rad.

e UREastitu aplikacija PIN-om, otiskom prsta ili licem Sto ste ve¢ imali do sada dodi ¢e do
promjena na mobilnom uredaju. Poslovne aplikacije odvojiti ¢e se od privatnih u
poslovnom (Work) profilu.

¢ Bitno je napomenuti da kao i do sada IT i CME grupa nec¢e moci vidjeti vase privatne
podatke (slike, poruke, Whatsapp, aplikacije banaka i slicno) ve¢ ¢e imati uvid samo u
poslovni dio vaseg uredaja. Takoder IT ne moZe pobrisati nikakve privatne podatke koji se
nalaze na vasem telefonu.

e Kratki popis stvari koje su blokirane ili pod kontrolom ITa i CME grupe:

o Rootani uredaji su Babranjeni (uredaji sa iFmijenjenim operativnim sustavom)
Minimalna verfija Android operativnog sustava: Android 11

o Potrebna je lofinka/PIN od minimalno 6 brojeva
o Enkripcija podataka na uredaju
o Blokirano je kopiranje ili pohranjivanje podataka tvrtke na mobilni telefon ili

kopiranje i@ poslovnog profila u privatni
o Blokirani su screenshoti poslovnih aplikacija
* Ukoliko zapnete sa postavljanjem stojimo vam na raspolaganju:

o Email: support@rtl.hr
o Tel:+3851 3660 777 VPN:2777



2. Brisanje aplikacije Comapany Portal
¢ Prije samog pocetka podeSavanja potrebno je obrisati postoje¢u aplikaciju.
e Skinite i instalirajte Intune Company Portal sa Google Play Storea

3. Odjavljivanje uredaja sa MS Authenticator aplikacije

e Zbog Cinjenice da je vas racun prebacen u CME okruZenje potrebno je odjaviti vas uredaj te
ga ponovno prijaviti u novo okruZenje. Kako bi ovo napravili molim vas pratite slijedece
korake

e Otvorite MS Authenticator aplikaciju na vasem uredaju

¢ Kliknite na ,tri tockice” u gornjem desnom kutu i odaberite ,Settings”
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e Unutar ,Settings” menija odaberite ,Device Registration”
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¢ Kliknite na ,Unregister device“. Ovo ¢e odjaviti vas uredaj sa starog okruzenja.



Device ID.

XXXXXXXX-YYYY-WWWW-CCCC-XXXXXXXXXXXX

Unregister device



4. Ponovno podeSavanje MFA postavki

Otvorite web browser na vasem racunalu (ne mora biti sluzbeno racunalo) i upisite slijedecu
adresu:

myaccount.microsoft.com

Unesite svoju email adresu, pritisnite next i upisite svoju loBinku te pritisnite ,,Sign in“
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Slgn in &« mfa_example@btv.bg
mfa_example@btv.bg Enter password
No account? Create one!
Can’t access your account? Forgot my password

Nakon prijave idite na ,Security info”
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¢ Na ovom ekranu kliknite na , Delete” pored vaseg mobilnog uredaja

My Sign-Ins

R Overview Secu I'Ity lnfO

These are the methods you use to sign into your account or reset your password.

% Security info

Default sign-in method: Microsoft Authenticator - notification Change
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A Settings & Privacy

@ Recent activity Lost device? Sign out everywhere




Zatim otvorite aplikaciju MS Authenticator na mobilnom uredaju te kliknite na svoj racun
ime.preBime@rtl.hr (racun sa slike je samo primjer)
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Kliknite na ,Settings” ikonu te kliknite ,Remove account”
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Sada se ponovno vratite na vase racunalo i na ,Security info” te kliknite na ,,Add sign in
method”



Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticator - notification Change

~+ Add sign-in method
Last updated:

P: Cha
[=] Password i oo hange

e Sada odaberite ,, Authenticator app”

Add a method X

Which method would you like to add?

I Choose a method v

I Authenticator app I

Phone

e Kliknite ,Next”

Microsoft Authenticator X

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

Cancel Next

e Kliknite ,Next”

Microsoft Authenticator X

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

-

¢ Na svom mobitelu ponovno otvorite Authenticator aplikaciju i kliknite na ,+“ tipku te

odaberite ,Work or school account”
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= Authenticator Add account

Personal account

|1l
Work or school account
|!

Othr (Googie, Facebook, etc)

(@ When you are signed in with your personal account,
all stored passwords, addresses, and other autofill
info will be available on this device.

Microsoft Authenticator

Add account Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect t
WHAT KIND OF ACCOUNT ARE YOU ADDING?
app with your account.

[ 1]
Personal account
s After you scan the QR code, choose “Next"

H Work or school account
' Other (Google, Facebook, etc)

Add work or school account

Signin

Can't scan image?
9

Cancel

(@ Wnen you are signed in with your personal account,
all stored passwords, addresses, and other autofil
info will be available on this device.

e Sada je potrebno prodi prvu verifikaciju. UpiSite kod sa ekrana u aplikaciju Authenticator na
vasem telefonu.



Microsoft Authenticator

Let's try it out

v/

Back “

Lwant to set up a different method

Ovime smo Bavrsili postavljanje ,,MS Authenticator aplikacije”

Instalacija i podeSavanje Company portal aplikacije

Ukoliko veé nemate instaliranu aplikaciju, sa Google Play storea skinite aplikaciju “Intune
Company Portal”: Intune Company Portal - Apps on Google Play
Nakon instalacije pokrenite aplikaciju
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Company Portal

Get access to company resources
and keep them secure

Microsoft Privacy & Cookies

e Unesite svoju email adresu: ime.preCime@rtl.hr

Microsoft Intune

B Microsoft
Signin
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Gan't access your account?
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* Naslijedecem koraku upisite svoju loBinku (loBinka koju koristite prilikom prijave na
racunalo)
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< marko.miklic@pop-tv.si
Enter password
[Password

Forgot my password
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English (US)

Slijededi korak od vas Bahtjeva potvrdu identiteta putem “Microsoft Authenticator”
aplikacije. Dobiveni broj upisite u aplikaciju nakon sto vam iskoci notifikacija.
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marko miklic@pop-tv.si

Approve sign in request

ﬁ Open your Authenticator app, and enter the
"~ number shown to sign in.

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now



¢ Nakon potvrde identiteta | uspjesnog logiranja u Company Portal, nastavljamo sa
podesavanjem. Potrebno je pratiti slijedece korake pritiskom na tipku “Begin”
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CME Group 5

CME Group Access Setup
Let's set up your device to access your email,

Wi-Fi, and apps for work. You'll also be able to
manage your devices.

¢ Naslijede¢em ekranu vidimo obavijest Microsofta Sto sve kompanija moZe vidjeti na
Va$em uredaju, tj. Sto ne moZe. Bitno je napomenuti da kompanija kao |
administratori nemaju pristup vasim privatnim podacima i aplikacijama.
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CME Group H

CME Group cares about your
privacy.

While setting up your device, you will see some Android
system screens requesting permissions to help your
company secure your device.

® CME Group can never see;
+ Call and Web history
* Location
= Email and text messages
* Contacts
+ Passwords
* Calendar
= Camera roll
* Personal apps

& CME Group may see:
* Model
* Serial number
- Operating system
= Work apps
= Owner
* Device name
* Manufacturer
- Phone number for corporate devices

* Your company can grant permissions to
work applications which may include camera,
microphone, and location permissions.

< CONTINUE
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Set up a work profile

e device, two different profiles

Balance your work and life

our Samsung Knox Privacy

e your data
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Work apps are kept in your work profile

Setting up your work profile




¢ Naslijedeéem koraku pritisnite ,,Continue” kako bi nastavili sa aktivacijom poslovnog
profila
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CME Group i

CME Group Access Setup

Let's set up your device to access your email,
Wi-Fi, and apps for work. You'll also be able to
manage your devices.

& create work profile

@ rcivate work profile

e Update device settings

SIGN QUT CONTINUE
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CME Group

CME Group Access Setup

Let's set up your device 1o access your email,
Wi-Fi, and apps for work. You'll also be able to
manage your devices.

POSTPONE CONTINUE




e Ukoliko nemate nikakvu Eastitu ekrana trenutno aktivnu na vasem uredaju morat
Cete postaviti 6 Bhamenkasti pin kako biste Bastitili svoj uredaj. Za slijededi korak
pritisnite ,,Resolve”.
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& Update device settings

marko.miklic_AndroidForWork: 2/11/2024_713
@} v ne2d15 updats settinge on this device,
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Seta stionuer password
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{4444} cr crdered (1234, 4371, 2ace)
seuiLes,

RESOLVE

CONFIRM DEVICE SETTINGS

* Na ovom koraku postavite 6 Bhamenkasti PIN (nakon Sto postavite PIN moZete si
postaviti i otisak prsta ili otklju¢avanje licem kako bi pojednostavnili proces
otkljucavanja).

WIS PEFD +

< Screen lock type

FIN
Wedium-high security

Paseword
High security.

N seruiity

None




2078 B BT+ Tl 9300

Set PIN

Remember this PIN, i you forget it, youll need 1o resat
your phone and all data will be efaced.

Atlzast 6 digite is recommanded.

() Confim PIN without 12pping OK

Continue
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e Ponovno upisite PIN kako biste ga potvrdili
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Set PIN

Remember this PIN. If you forget i, you'll need ta reset
your phone and all data wil be erasad

Emter the PIN again to confirm it.




e Uspjesno ste postavili PIN kao Bastitu vaseg uredaja

e ro R

€ Leock screen notifications

nsitive work profile notifications

@
Shew on Always On Display e

Nakon sto ste pritisnuli ,,Done” vratiti ée vas u Company portal. Sada u gornjem lijevom
kutu pritisnite strelicu Ba nalad.
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4 Update device settings
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CONFIRM DEVICE SETTINGS




e Mobilni uredaj je uspjesno kreirao Vas poslovni profil. Pritisnite ,Done”.

You're all set!
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e  Pritisnite ,Got it”

Your new work setup
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e Slobodno iFadite iR aplikacije Company Portal

[ mecke.miklic AndreldFer!

Upen the badgec ve-sicriof Goocle Play

B el il b CNE G

DISMISS  OPEN
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e Navasem uredaju sada imate dva profila: osobni i radni. U radnom profilu ¢e se
nakon par minuta pojaviti sve aplikacije koje su vam potrebne Ba rad. Ukoliko neke
koja vam treba nema, javite se IT-u kako bi rijesili problem.

Cutiooh  Luiherure  punenticstor




e Dobiti ¢ete obavijest kako je potrebno Eastiti vase poslovne aplikacije. Vrijedi ista
politika kao i Ba Baklju¢avanje mobitela, 6 Enamenkasti PIN. Kliknite na obavijest koja
vam se pojavila
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e UpiSite svoj PIN i potvrdite ga
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< Secure your work profile

Enier PIN

Continue




6. Podesavanje Outlook aplikacije

e Pokrenite Outlook aplikaciju i@ poslovnog profila (sve aplikacije sa kovéegom su
poslovne aplikacije putem kojih moZete dodi do podataka tvrtke)

e Pritisnite ,,Add account” i pratite korake koji vam se pojavljuju na ekranu. Nakon
upisivanja email adrese i loBinke kod pitanja Zelite li dodati drugi account pritisnite
»Maybe later”.

2020
Add another account

Would you like to add another account?

Outlook zahtjeva da se aplikacija aktivira kao administrator te da ima moguénost brisanja
podataka SAMO i ISKLJUCIVO poslovnog profila i podataka kompanije.
Kada Vam se pojavi poruka pritisnite ,,Activate” i na slijede¢em ekranu ponovno ,Activate”

R

Outlook Device Policy

ook to be
0 ensure

Activating this sdmin app will sllow Outiook 1o
perform the following actions:

+ Monitor screen unlock attempts
Monitor the number of Incorrect passwords typed.
when unlocking the screen, and lock the phone or
passwords are typed.

* Lock the screen
Control how and when the screen locks.
* Set storage encryption
Activate device administrator - Require that stored app data be encrypted.
marko.miklic@pop-tv.si requires Outiook
10 be activated as a device administrator
1o ensure security requirements are met
for your account.

Uninstall

o



Kada se pojavi slijede¢i ekran pritisnite ,,Continue* kako bi podesili PIN za vase
poslovne aplikacije. Vrijedi takoder ista politika, 6 znamenki. Nakon Sto ste
podesili PIN za poslovne aplikacije sve je spremno za koristenje istih.

Get Accass

Yol Dy Healit’ pratests deto
in LS s, eu miaht need o 1
set goime things UE 10 acceas

ool ek Cr seho il \
Learr more akoul apn 1
prataction.

Recently ccnnected

Device 1s supported

Everything's up-o-dale

Device is healthy

CONTINUE




